
day37_password   Password checker      12/10/19 

 

Today we are writing a password checking program. The user enters a password and the program tells the 

user if the password is acceptable. For today's program passwords must meet the following criteria: 

 

 Passwords must be between 8 and 20 characters long inclusive 

 Passwords must contain at least one uppercase letter 

 Passwords must contain at least one lowercase letter 

 Passwords must contain at least one digit (0-9) 

 Passwords must contain at least one of the following characters: ! @ # $ % ^ & * 

 Passwords may not contain spaces or any other characters not specified 

 

Some tips: 

 

You can access each character in a string like this: 

 
for x in password: 

 

This puts each character from the variable password into the variable x, one character per loop. 

 

Inside the loop you can use string methods to check if a character is uppercase, lowercase, or a digit. Try 

these: 

 .isupper() 

 .islower() 

 .isdigit().  

These methods return True or False. 

 

For example, this code checks if the single character in x is a number: 

 
if x.isdigit(): 

  

You can tell how long a string is using the len() function. You can tell if a character is one of the weird 

special characters like this: 

 
if x in "!@#$%^&*": 

  

You'll need to create variables before the loop to count how many of each thing is in the password. 

 

Program checklist: 

 Your program is named day37_password and is saved to your Z: drive. 

 Your name and the date are in a comment at the top of your program. 

 Your program explains the requirements of a password then asks the user to enter a password. 

 Your program checks the entered password and reports if the password is acceptable or gives clear 

errors if the password is not acceptable. If there is more than one problem with the proposed 

password your code needs to report all of the problems. 

 The program asks you if you'd like to run again. 

 

See next page for a few sample runs 

 

 

  



Here is a sample run: 

 
Welcome to the password checker! 

 

Passwords must be 8 to 20 characters long. 

At least one digit (0-9) is required. 

Both uppercase and lowercase characters are required. 

At least one special character (!@#$%^&*) is required. 

No spaces or other characters are allowed. 

 

Please enter a password: go tigers 

* * * Sorry, your password is not acceptable. 

  Your password must contain at least one digit. 

  Your password must contain at least one uppercase letter. 

  Your password must contain at least one of these characters: !@#$%^&* 

  Your password may not contain spaces or any other characters 

  not specified in the instructions. 

Run again (y/n)? y 

 

Welcome to the password checker! 

 

Passwords must be 8 to 20 characters long. 

At least one digit (0-9) is required. 

Both uppercase and lowercase characters are required. 

At least one special character (!@#$%^&*) is required. 

No spaces or other characters are allowed. 

 

Please enter a password: GoTigers2020! 

Congratulations! Your password: GoTigers2020! is acceptable! 

Run again (y/n)? n 

I sold your password to hackers, just saying. 


